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Overview

This guide includes important macOS related hardware & software requirements, installation, and
upgrade procedures for the following products:

RR4520SGL / RR4522SGL
RS6628A

Prerequisites
This section describes the base hardware and software requirements for RAID controllers &
enclosures.

Driver Installation
This section covers driver installation, driver upgrade and driver uninstallation procedures for
RAID controllers & enclosures in a macOS environment.

RAID Management Software (WebGUI) Installation
This section covers WebGUI related installation, upgrade and uninstallation procedures for RAID
controllers & enclosures in a macOS environment.

Troubleshooting
Please consult this section if you encounter any difficulties installing or using RAID controllers &
enclosures. It includes descriptions and solutions for commonly reported technical issues.

Prerequisites

1) Operating System Support: macOS 10.13 and later.

2) Before installing the driver and RAID Management software, you should log into the system
as a System Administrator.

3) Identify the system as either T2 or Non-T2 based — if the system has a T2 chip, make sure to
follow section 1 before attempting to install any software for the device.

4) If you're using the Apple M1 Platform, make sure to follow section 3 before attempting to
install any software for the HighPointIOP device.
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1. Disabling macOS Secure boot for T2 Systems

Customers working with Mac platforms manufactured in 2018 or later that feature a T2 security
chip, will need to disable Secure Boot in order to load drivers for third party devices.

For a list of products with the T2 Security Chipset, please visit the following website:
Mac computers that have the Apple T2 Security Chip

Disabling Secure Boot

In order to use these products with T2 systems, Secure Boot must be disabled. To disable this
feature, select "No Security” from the Startup Security Utility interface. You can access this
menu by pressing the Command (38)-R keys after the Apple logo first appears during the boot-
up process.

[ ] Startup Security Utility

~~ Firmware password protection is off.

- W Turn on a firmware password to prevent this computer from starting up from a

r different hard disk, CD, or DVD without the password.
Turn On Firmware Password...

Secure Boot

° Full Security

Ensures that only your current OS, or signed operating system software currently
trusted by Apple, can run. This mode requires a network connection at software
installation time.

Medium Security

Allows any version of signed operating system software ever trusted by Apple to run.
No Security

Does not enforce any requirements on the bootable OS.

External Boot

o Disallow booting from external media
Restricts the ability to boot from any devices such as USB and Thunderbolt drives.

Allow booting from external media
Does not restrict the ability to boot from any devices.

Instructions are available from Apple’s website:
About Secure Boot

2. Disabling SIP (for macOS 10.13x and earlier)

MacOS 10.13x and earlier may require that SIP (System Integrity Protection) be disabled. If
enabled, older versions of macOS may prevent the device drivers from loading.

While macOS is running, open a terminal window to confirm whether System Integrity
Protection (SIP) status is disabled.


https://support.apple.com/en-us/HT208862
https://support.apple.com/en-us/HT208330
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If enabled, you will need to manually disable the setting. Open a terminal, and then enter the
following command:

csrutil status

@ @ o test—-zsh — 80x2

Last login: Sat Oct 12 16:82:36 on ttyseee
Eest@testsMB?BlﬁlBiS ~ % csrutil status
ystem Integrity Protection status: enabled.
test@testsMB20161815 ~ % ||

The example screenshot shown above indicates that SIP is enabled.

To disable SIP

1) Restart the computer and hold down the “Command + R” buttons. Continue to hold these
keys until macOS enters System Recovery mode.

-= . o e S
II .
L] -]
Note: If you are unable to enter Recovery Mode to disable SIP:

Make sure you are using a wired keyboard and mouse for this procedure. Wireless devices
may not be recognized or function properly when booting into this mode.

Rastare From Time Machine Backup

s e Bk o yous Bratee Do i w10 TRRRREL
Reinstall macO$.
Rraat s rom cooy of macOs.

Gat Help Cnline.

s e Acoie Supor s 18 find help o

2) Click on Utilities in the upper left corner and select Terminal:

| & macos Utilities File Edit | Utilities IWunciOW

et Startup Security Utility

Network Utility

3) Set SIP to disabled in using Terminal. Enter the following command:

csrutil disable

1al —-bash —80x24

-bash-3.2# csrutil status
v ity Protection status: enabled (Apple Internall.

sh-3.2# csrutil disable —
Successfully disabled System Integrity Protection. Please restart the machine f

affect.
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4) Click the Apple logo in the upper left-hand corner of the desktop, and select Restart to
reboot the system.

Terminal — -bash - 80x24

31 etatue
5) After rebooting, confirm that SIP is disabled. Open terminal and type the following
command:

csrutil status

()] = M test — -zsh — 80x24

Last login: Sat Oct 12 17:18:44 on console
test@PtestsMB201610815 ~ % csrutil status

System Integrity Protection status: disabled.
test@testsMB20161015 ~ % M

If the status is now reported as disabled, you can install the device driver.

3. Reduced Security Policy — For Apple M1 Platform

Customers working with Apple M1 Platforms will need to reduce the Security Policy in order to
load drivers for third party devices.

For Mac computers with Apple M1 chip, please visit the following website:
Mac computers that have the Apple M1 Chip

Check the system’s Security Policy settings to determine if they need to be changed. If Secure
Boot is set to “Full Security”, please change this to “Reduced Security”:

System Information -> Hardware -> Controller -> Boot Policy

L J ® MacBook Pro
v Hardware
ATA Model Identifier: MacBookPro17,1
Apple Pa Firmware Version: iBoot-6723.120.36
Sl Boot UUID: EBOBF9A4-BD52-4A36-BIF5-701A30C04178
Audio Boot Policy:
Bluetooth Secure Boot: Reduced Security |
Camera ystem Integrity Protection: Enabled
Card Reader Signed System Volume: Enabled
Kernel CTRR: Enabled

= . Boot Arguments Filtering: Enabled

Di ti

el Allow All Kernel Extensions: Yes
et i, User Approved Privileged MDM Operations: No

Ethernet Cards DEP App! d Privileged MDM O ions:  No

Fibre Channel

Reduced Security Policy

In order to use these products with Apple M1 platforms, the Secure Boot option must be set
to “Reduced Security”. In addition, the “Allow user management of kernel extensions
from Identified developers” must be enabled via the Startup Security Utility menu.


https://support.apple.com/en-us/HT211814
https://support.apple.com/en-us/HT211814
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You can access this menu by:
Shutdown the system, pressing and holding the Power Button until you see Loading

Startup Options.

Startup Security Utility

Security Policy for "Macintosh HD":

Full Security

re updates

Cancel

Instructions are available from Apple’s website:

About Secure Boot for M1

4. Installing the Device Driver

Current drivers can be downloaded from each product’s Software Downloads webpage.

Product Download Page
RR4520SGL/4522SGL https://www.highpoint-tech.com/rr4500-overview
RS6628A https://www.highpoint-tech.com/rocketstor/rs6628a-overview

macOS High Sierra 10.13 and Mojavel0.14 and Catalinal0.15 and Big Sur 11.x
and Monterey 12.x Driver Installation Procedure

1) Locate the download and double click the package to start the installer. Click the Continue
button:

[ ] w Install HighPointlOP RAID Controller

‘Welcome to the HighPointlOP RAID Controller Installer

You will be guided through the steps necessary to install this

# Intreduction
software.

Continue


https://support.apple.com/guide/mac-help/change-startup-disk-security-settings-a-mac-mchl768f7291/mac
https://www.highpoint-tech.com/rr4500-overview
https://www.highpoint-tech.com/rocketstor/rs6628a-overview
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2) macOS will prompt you to install the driver. Click Install to proceed.

[ ] W Install HighPaintIOP RAID Controller a
Standard Install on "1101"

Introduction This will take 349 KB of space on your computer.

Destination Select Click Install to perform a standard installation of this software

#® |Installation Type on the disk “11017

Change Install Locatian...
Go Back Install

3) You will be prompted that installer is trying to install new software, enter the Administrator
Username and Password. Once these have been entered, Click Install Software.

Installer is trying to install new software.

i o« Enter your password to allow this.

Introduc User Name: tdest
Destinat
Password: | eessee
Installati
® Installal

| Cancel Install Software

4) If no pop-ups appear, please proceed to the next step of installation. Click Restart.
[ ] w Install HighPointlOP RAID Controller [&]

The installation was completed successfully.

Introduction

Destination Select
Installation Type

Installation

O STy The installation was successful.

The software was installed.

Click Restart to begin installing the software.
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5) Ifyou see a popup window prompting you for permission, click Open Security Preferences.

eoe [ ] €
— //'7 S
A \. L

@ Introduction
© Destination Select System Extension Updated
@ Installation Type A program has updated system

: extension(s) signed by “HighPoint
@ Installation Technologies, Inc”. To finish the update,

you must approve it in the Security &
® Summary Privacy System Preferences. suocessfull
italled.
Open Security Preferences

Click Restart to begin installing the software.

Go Back Restart

6) Make sure App Store and identified developers is checked, and then click Allow.

@ < > =i Security &Privacy Q, Search

. General FileVault  Firewall  Privacy

A login password has been set for this user  Change Password...
~ Require password (mediaicly o after sleep or screen saver begins
~ Show a message when the screen is locked =t lock Messaoe

Disable automatic login

Allow apps downloaded from:
~ App Store
© App Store and identified developers

System from d per "HighPoint Techr ies, Inc" has Allow
been updated.
I
a Click the lock to prevent further changes. _Mvanced,.. 2

7) You will see a popup window, prompting you to restart. Click Restart.

A restart is required before new
system extensions can be used.
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8) After clicking, the following page will appear, wait a moment.

Rebuilding system extension cache.

9) After the ‘Rebuilding system extension cache’ is completed, please click ‘OK’ in the pop-up
window.

“Installer” interrupted restart.
To continue restarting, quit “Installer”.

. Cancel Try Again

Alert
To install this software, you must restart

'your computer. Click Restart to complete
the installation.

10) Return to the driver installation window. Click Restart to restart the system.
[ X N ‘& Install HighPointlOP RAID Controller

The installation was completed successfully.

© Introduction

# Destination Select

© Installation Type

© Installation

ST The installation was successful.

The software was installed.

Click Restart to begin installing the software.

[CEEEEN Restart |

10
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11) After the system restarts, the driver’s status can be viewed under System Information; The
following screenshot shows the driver has been loaded:

eve MacBook Pro
Fibre Channel Extension Name wersion  Last Moditied Notaized  Losded  Obtained fron
LLoios HFS_Mac apanese a0 202011, 400 PM  Yes o Apple
Graphice[Displays HFS_MacKorean ao 2020/11, 4-00 PM Yee Mo Apple
Marmary HFSEncadings 10 2020/11, 4:00 PM Yes Apple
NVMExpress HighPointioP 12, 10:10 AM
s HighPolntRRt 4232 2021/4/2, 1007 AM Yes 0 identified Day
PoD e IniticFWBriage 51602 2020011, 400PM  Yes No Apple
— IntelB2E74L 272 202011, 00PM  Yes No Apple
Printars InvalidateHrnac 10 2020111, 4:00 PM Yes e Apple
SAS L maltaden o S L St z mi
SATA
B HighPointiOP:
Storage
uss Last Madified: _2021/4/12, 10:10 AM .
TR T BT T BT TEE RER. HighPointiOP
oo MNotarized: Yas
Firewall Loaded:
Lozations Get Infa String: Varsion: 4.4.8, Copyright (c) 2021 HighPaint Technologies, Inc.
Volumes Obtained from: Identified Developer
WWAN Kind: Universal
Wi-Fi Architactures:  arméde, x85_64
B4-Bit (Intel):  Yes
~ Softwars Location: [LibraryExtensions{HighPointiOF kext
Accessibility Kext Version: 448
Applications Load Address:  18446741874801820000
Developer Loadable:
Disabled Software Depencencies: Satisfied
Extansions Signadby:  Devalopar D in: HighPoint , Inc (0 ), Developer I Cartification Authority,
Fonts Apple oot CA
Frameworks
installations
Language & Region
Legacy Software
Logs
Managed Client
Praferance Panes
Printer Software
Pty M test's MacBook Pro_M1_0S2 » Software » Extensions » HighPolntiOP

Faw Subnort

Note: The driver revision shown in the screenshots may not correspond with current sofiware
releases. Please make sure to download the latest driver updates from the product’s Software
Updates page.

5. Update the Device Driver

Current drivers can be downloaded from each product’s Software Downloads webpage.

Product Download Page

RR4520SGL/4522SGL https://www.highpoint-tech.com/rr4500-overview

RS6628A https://www.highpoint-tech.com/rocketstor/rs6628a-overview

1) Locate the download and double click the package to start the installer. Click the Continue

button:
@ W+ Install HighPointlOP RAID Controller (i)
‘Welcome to the HighPointlOP RAID Controller Installer
® Introduction You will be guided through the steps necessary to install this

software.

Continue

11
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2) macOS will prompt you to install the driver. Click Install to proceed.

» w Install HighPointlOP RAID Controller a
Standard Install on *1101"

(e This will take 349 KB of space on your computer.

Destination Select Click Install to perform a standard installation of this software

#® |Installation Type on the disk “11017

Change Install Locatian...

Go Back Install

3) Ifno pop-ups appear, please proceed to the next step of installation. Click Restart.
[ ] ‘@ Install HighPointlOP RAID Controller a
The installation was completed successfully.
Introduction
Destination Select
Installation Type
Installation

® Summary The installation was successful.

The software was installed.

Click Restart to begin installing the software.

4) If you receive a popup window prompting you for permission, click Open Security
Preferences.

Introduction

Destination Select System Extension Updated
Installation Type A program has updated system
5 extension(s) signed by "HighPoint
Installation Technologies, Inc”. To finish the update,
® Summary you must approve it in the Security &
Privacy System Preferences. successful_

italled.

Open Security Preferences

Click Restart to begin installing the software.

Restart

12
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5) Make sure App Store and identified developers is checked, and then click Allow.

®o < > i Security &Privacy Q search

.~ General FileVault  Firewall  Privacy
“ilesteall?

A login password has been set for this user ~ Change Password... |
 Require password mecialely o after sleep or screen saver begins
~ Show a message when the screen is locked  “ct Lock Message...

~ Disable automatic login

Allow apps downloaded from:
 App Store
© App Store and identified developers

System from developer "HighPeint Technologies, Inc” has Allow
been updated.
471 Click the lock to prevent further changes. Advanced... &

6) You will receive a window, prompting you to restart. Click Restart.

A restart is required before new
system extensions can be used.

7) After clicking, the following page will appear, wait a moment.

Rebuilding system extension cache.

13
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8) After the ‘Rebuilding system extension cache’ is completed, please click ‘OK’ in the pop-up

window.
5 & Install HighPointlOP RAID Controller a8
Y S
“Installer” interrupted restart.
® intro 0 To continue restarting, quit “Installer”.
@ Desti -
Cancel Try Again
@ Insta
@ Installai 1 m
©® Summar -
v uccessful.
Alert lled.
To install this software, you must restart
your computer. Click Restart to complete
the installation.
r Mac

Restart

9) Return to the driver installation window. Click Restart to restart the system.
[ ] W Install HighPointlOP RAID Controller 5]

The installation was completed successfully.
Introduction
Destination Select

Installation Type

Installation

O STy The installation was successful.

The software was installed.

Click Restart to begin installing the software.

10) After the system restarts, the driver’s status can be viewed under System Information; The
following screenshot shows the driver has been loaded:

ene MacBook Pro
Flbre Channel Extension Name version  Last Modified Notarized  Loaded  Obtained from
FireWire HFS_Macapanese a0 2020011, 4:00PM  Yes No Apple
Graphics/Displays HFS_MacKarean an 2020111, 4:00 PM Yeu No Apple
mary Apple

NVMExprass
e 4.23. v identified Dey
P InitioFWBridge S1602  2020/11, 4:00 PM No Apple
L IntelB 26741 272 2020/111, 4-00 PM No Apple
Printare InvalidateHmac 10 2020111, 4:00 PM Yes Apple
SAS toeicnachninln rat bt o kot e alace
SATA
sPI HighPointioR:
Storage =
ThunderboltfUSBa Wersicn: de8
Last Modified:  2021/4/12, 10:10 AM
use .
T = ghPointiOR
v Natwork Motarized:  Yes
Firewall Loaded Yes
Locations Gat Info String: Version: 4.4.8, Copyright (c) 2021 HighPaint Technologies, Inc.
Volumes Obtained from: Identified Developer
WWAN King: Universal
Wi-Fi Architectures:  ammEde, x85_64
v Softwn G4-Bit (Intel):  Yes
- Location: JLibrary/Extensions/HighPoin 10 P.kext
Accessiblity Wext Version:  4.4.8
Applications Load Address:  18446741874B01820000
Developer Loadable: Yes
Disabled Software Dependencies: Satisfied
Extansions Signad by: Euwlolurrlllg“ ian: HighPoint ies, Inc (D) , Developer ID Certification Authority,
Fants pale Roof
Frameworks

Installations
Langusge & Region
Legacy Software
Legs

Managad Client
Praterence Panes
Printer Software
Frofles

MR test’s MacBook Pro_M1_0S2 » Software » Extensions » HighPointiOP
Raw Supoort

14
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Note: The driver revision shown in the screenshots may not correspond with current software
releases. Please make sure to download the latest driver updates from the product’s Software
Updates page.

6. Uninstalling the Device Driver
Uninstalling the Device driver for macOS 10.13/10.14

To uninstall the HighPointIOP driver, you will need to open a Terminal window and enter the
following command:

sudo rm -rf /Library/Extensions/HighPointIOP.kext

Last login: Thu Aug 19 10:84:34 on ttys@ee =
test@Ptests-MacBook-Pro ~ % sudo rm -rf /Library/Extensions/HighPointIOP.kext
Password:

test@tests-MacBook-Pro ~ % [|

Uninstalling the Device driver for macOS 10.15/11.x/12.x

To uninstall the HighPointIOP driver, you will need to open a Terminal window and enter the
following command:

sudo rm -rf /Library/Extensions/HighPointIOP.kext

sudo kextcache —i /

o®e (3 test — -zsh — 99x25
test@tests-MacBook-Pro-M1-2026-110 ~ % sudo rm -rf /Library/Extensions/HighPointIOP.kext
Password:

test@tests-MacBook-Pro-M1-2020-110 ~ % sudo kextcache -i /
kextcache -i /

Executing: /usr/bin/kmutil install --volume-root / --check-rebuild
Not rebuilding KC for arch: 'armése'

kmutil done

test@tests-MacBook-Pro-M1-2020-118 ~ %

15



HighPointIOP Mac Installation Guide

7. Installing the RAID Management Software (WebGUI)

1) Double click the package named HighPointWebGUIL.pkg to start the installer. When the
window appears, click the Continue button.
[ ] w Install HighPoint Web RAID Controller Management
Welcome to the HighPoint Web RAID Controller Management Installer

You will be guided through the steps necessary to install this
software.

Introduction

Continue

2) You will be promoted to click the Install button. Click Install to continue.
® @ Install HighPoint Web RAID Controller Management
Standard Install on “1010”
This will take 2.7 MB of space on your computer.

Introduction

Destination Select Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be

Installation Type able to use this software.

Installatior

Go Back Install

3) You will then be promoted to enter the Administrator Username and Password. Once
these have been entered, click Install Software to continue.
[ ] i Install HighPoint Web RAID Controller Management

Standard Install on “1010”

Introduction
Destination St Installer is trying to install new software. Type re
1! your password to allow this. be
Installation T i .
|}
Username:
Password:
Cancel

Go Back

16
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4) The WebGUI Management software has been installed. Click Close to complete the
procedure.
[  Install HighPoint Web RAID Controller Management
The installation was completed successfully.
Introduction
Destination Select

Installation Type
Installation

Summary The installation was successful.

The software was installed.

8. Updating the WebGUI
1) First, uninstall the current WebGUI. Please refer to item 8 below (Uninstalling the
WebGUI).

2) Download the latest version of the WebGUI from the appropriate Software Downloads
webpage.

3) Locate the download and double click the package named HighPointWebGUI.pkg to start
the installer. Please refer to Installing the WebGUI for more information.

9. Uninstalling the WebGUI

To uninstall the WebGUI, access Applications, click on HPTWEBGUI, select uninstall, and
double-click the uninstall-WEBGUI. command. The uninstall command will automatically open

a terminal
ene uninstall
< == = E B T . K= Q
. AJA System Test Lite.app u{ HighPoint RA..ement.webloc = yninstall-WebGUI.command
@ App Store.app Hptsvr =
Desktop ATTO ConfigTool »
ATTO Disk Benchmark.a|
B Documents ® e
@ Automator.app
° Downloads & AutoSwitchinput.app
mtest . Blackmng!c D..eed Test.app
lackmagic >
B Black RAW
Locations & Books.app
ﬁ Macintosh HD E Caleulator.app
*T\ Calendar.app
OSXRESERVED (¥ Carbon Copy Cloner.app
BOOTCAMP 3 Chess.app
B Contacts.app
£ 10138 I DaVinci Resolve »
10154 - Data @ Dictionary.app
7 FaceTime.app
&S mocana © Find My.app
@ Network & Font Book.app
® Foxmail.app
Tags {J Home.app
® fed Sl —
Orange IABanistruEvaineas ann

17
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Enter the macOS password, uninstall the software:

. ® test — uninstall-WebGUl.cor

Last login: Wed Nov 18 16:23:31 on ttys@ee
/Applications/HPTWEBGUI/uninstall/uninstall-WebGUI.command ; exit;
testPtests-MBP-2016 ~ % /Applications/HPTWEBGUI/uninstall/uninstall-WebGUI.command ; exit;

This script will attempt to uninstall HighPoint Web RAID Controller Manage Service

Note: You must be logged on as an administrator to uninstall the software.
The script will prompt you for an administrator password.

If prompted for a password please enter your administrator password.

The following service files will be deleted
/Applications/HPTWEBGUI
/Library/Receipts/wwwfiles.pkg
/Library/Receipts/webservice.pkg
/Library/LaunchDaemons/HPTWebGUIDaemon.plist
/usr/share/hpt
/usr/bin/hptdaemonctl

Password:(] |

10.Trouble shooting

Unable to connect to the WebGUI

After the driver and management software are installed, the management software displays a
"Connection Failure" warning when attempting to start the interface:

. High Doint

Global View Physical Logical Setting Event SHI Logout Help

Connection Failure

The connection between WebGUI and RocketRAID HBA has been
interruptted, WebGUI will try to reconnect RocketRAID HBA in 2 second(s).

Connect now

HighPaint RAID Management 2.12.3
Copyright (¢) 1996-2020 HighPoint Technologies, Inc. All Rights Reserved

This error can be triggered by one of the following issues:

The hardware is not recognized by macOS

The device driver is not installed or is not loading properly.
WEBGUI service is not running.

The system’s SIP status is incorrect.

If you are using a T2 system, Secure Boot may not be disabled.

AR AN

If you are using Apple M1 system, Security Policy may not be ‘Reduced’.
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Verifying the hardware

1) The device is connected to the host through the Thunderbolt

01. Ifyou are using the controller via our RocketStor 6661A adapter and a Thunderbolt™ 3
connection, please make sure the RocketStor 6661 A device is properly recognized by

macOS.

Diagnostics
Disc Burning
Ethernet Cards
Fibre Channel
FireWire
Graphics/Displays
Memory
NVMExpress
PCI
Parallel SCSI
Power
Printers
SAS
SATA
SPI
Storage
Thunderbolt
usB

Network
Firewall
Locations
Volumes
WWAN
Wi-Fi

Software
Accessibility
Applications
Developer
Disabled Software
Extensions

~ Thunderbolt Bus

RocketStor 6661A

RocketStor 6661A:
Vendor Name:  HighPoint Technologies, Inc.
Device Name: RocketStor 6661A
Vendor ID: 0x43
Device ID: 0x6661

Device Revision:
D:

Route String:
Firmware Version: 26.1
Port (Upstream):
Status:
Link Status:
Speed:
Current Link Width:
Cable Firmware Version:

Link Controller Firmware Version:

Port:
Status:
Link Status:
Speed:
Current Link Width:

ox1
0x004371936C222B00

Device connected
0x2

Up to 40 Gbys x1
ox2

0.9.0
0.36.0

No device connected
0x7

Up to 40 Gbys x1
ox1

Link Controller Firmware Version: 0.36.0

If the RocketStor 6661A entry is not displayed, this may be related to a connection problem
— move the RS6661A to another Thunderbolt™ 3 port or replace the cable and recheck the

entry.

02. If RocketStor 6661A is correctly connected, make sure the System Information—PCI
controller is recognized by macOS (see example below):

[ BN

w Hardware
ATA
Apple Pay
Audio
Bluetooth
Camera
Card Reader
Controller
Diagnostics
Disc Burning
Ethernet Cards
Fibre Channel
FireWire
Graphics/Displays
Memory
NVMExpress
Parallel SCSI

pci1103,45620:

Type:

Driver Installed:
Tunnel Compatible:
Pause Compatible:
MSI:

Bus:

Slot:

Vendor ID:

Device ID:

Subsystem Vendor ID:

Subsystem ID:
Revision ID:
Link Width:
Link Speed:

RAID Controller
No
No
No
No

PCI
Thunderbolt@3,0,0
0x1103

0x4520

0x1b4b

0x9580

0x00b3

x4

5.0 GT/s

2) The device is directly connected to the host through the PCIE SLOT

Make sure the System Information— PCI controller is recognized by macOS (see example

below):

0@

v Hardware
ATA
Apple Pay
Audio
Bluetooth
Camera
Card Reader
Controller
Diagnostics
Disc Burning
Ethernet Cards
Fibre Channel
FireWire
Graphics/Displays
Memory
NVMExpress
Parallel SCSI

pci1103,4520:

Type:

Driver Installed:
Tunnel Compatible:
Pause Compatible:
MSI:

Bus:

Slot:

Vendor ID:

Device ID:

RAID Controller

No

No

No

No

PCI
Thunderbolt@3,0,0
0x1103

0x4520

Subsystem Vendor ID: 0x1b4b

Subsystem ID:
Revision ID:
Link Width:
Link Speed:

0x9580
0x00b3
x4

5.0 GT/s

19



HighPointIOP Mac Installation Guide

3) The device is RAID enclosures

Make sure the System Information—Thunderbolt controller is recognized by macOS (see
example below):

ATA
Apple Pay

Thunderbolt/U584 Device Tree

- T USE4 By
Aucko ThunderboltfUSB4 Bus 0

Ay
N Thunderbalt/USE4 Bus 1
Camera
Card Readar
Contraller
Diagnostics
Dise Burning
Ethernet Cards
e RocketStor 6628A:
FlreWire
Graphics/Displays Vendor Namae: HighPoint Technologies, Inc,
Memary Device Name: Rocket Stor B628A
NVMExpreas Mode: Thunderbelt 3
pel Device ID: On6628
Parallel SCSI VendorID:  (Oud3
i Device Revision:  Ox1
L win: Cx0043A322EDIBAADD
Printers Route String: 1
SAS Firmware Version: 26.1
SATA Port (Upstream]:
sPI Status: Davice connacted
sl ;::esu“ - 3;210 40 Gbfs x1
: x
iU ER Current Link Width: ox2
— Link Controller Firmware Version: 0.36.0
w Netwerk Port
Firowall Status: No device connected
Locations Link Status: o7
Valurmas Speed: Up 1o 40 Gbis x1
WIVAN Current Link Width: wl

5 Link Controller Firmware Version: 0.36.0
Wi-Fi

Make sure the HighPointIOP Driver is loaded

Please refer to the Appendix - Checking the Driver status and Version to make sure the
HighPointIOP driver is installed properly.

1) If the HighPointIOP driver is not loading, proceed to — Check the security & privacy status.
If HighPoint software is blocked in the permission, you need to click Allow.

2) Ifthe driver is loading properly, but the WebGUI is still unable to start, please try to restart the
WebGUI service. Please refer to Appendix - WebGUI service restart make settings.

If WebGUI is still not connected, please contact our Support Department to open a support
ticket. Please make sure to include any screenshots and system information you are able to
collect (see the Appendix for more information).

Check the SIP status

1) Please refer to the Appendix - Checking the SIP Status.
2) If the settings are not correct for your system, please refer to the driver installation manual
for each system to reset the SIP status.

For T2 Systems: Make sure Secure Boot is disabled

Please refer to the Systems with T2 chipsets — Secure Boot status. If the setting is incorrect, you
will need to reboot the system to change the setting.

For Apple M1 Platform: Make sure Security Policy is reduced

Please refer to the Apple M1 Platform-Reduced Security Policy If the setting is incorrect, you
will need to shutdown the system to change the setting.

If you encounter any problems while checking items 1-5, please refer to the Appendix to collect
information about your system and configuration, and submit a support ticket to our Customer Support
department using our Online Support Portal
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The WebGUI can't connect to a remote system

If you can't connect to a remote system, make sure raidman-httpsd is running on the target system,
and confirm that you can access the remote system via a TCP/IP connection. If you have a firewall
configured, make sure TCP port 7402 is not blocked.

Appendix

When submitting s support ticket via our Online Support Portal, the following information will help
our Support Department diagnose and resolve your issue as quickly and efficiently as possible.

Collecting the macOS version

1) Click on the Apple logo located near the upper left-hand portion of the Desktop, and click
“Version”. Then the version number of the system will all be displayed.

® Djspla-,‘s Storage Memory Support Service

| macOS Catalina
|

iMac (21.5-inch, 2017)

Processor 2.3 GHz Dual-Core Intel Core i5
Memory B GB 2133 MHz DDR4

Startup Disk 10.15

Graphics Intel Iris Plus Graphics 640 1536 MB
Serial Number CO2WA476SH7JY

| System Report... Software Update...

Check the security & privacy

1) Check if there is HighPoint software blocked in the permission, if it is blocked, you need to click
“Allow”.

L ] < = Security & Privacy Q

Filevault  Firewall Privacy

A login password has been set for this user Change Password...

Require password after sleep or screen saver begins
Show a message when the screen is locked
| Disable automatic login

Allow apps downloaded from:
App Store
© App Store and identified developers

System soff from per “HighPoint T ies, Inc” was Allow
blocked from loading.

Bl Click the lock to prevent further changes Advanced... ?
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2) If ‘System software from developer "HighPoint Technologies, Inc’ was blocked from loading’ is
not displayed, please do the following:

@ < tH Security & Privacy Q s

m FileVault Firewall Privacy

A login password has been set for this user Change Password...

Require password = 5 minutes B after sleep or screen saver begins

Allow apps downloaded from:

{51 click the lock to make changes. ?

1)  First, uninstall the driver, please refer to the Uninstalling the Device Driver

ii) Install the driver again, please refer to the Installing the Device Driver, The System
Extensions Updated window that pops up when installing the driver, please click Open
Security Preferences, Allow the permission.

Introduction

Destination Select System Extension Updated
Installation Type A program has updated system
5 extension(s) signed by "HighPoint
Installation Technologies, Inc”. To finish the update,
® Summary you must approve it in the Security &
Privacy System Preferences. successful.

italled.

Open Security Preferences

Click Restart to begin installing the software.

Restart

e < ] Security & Privacy

BN Fievault  Firewall  Privacy

A login password has been set for this user  Change Password.
Require password after sleep or screen saver begins

Show a message when the screen is locked
| Disable automatic login

Allow apps downloaded from:
App Store
© App Store and identified developers

System software from developer “HighPoint Technologies, Inc” was Allow
blocked from loading.

[l Click the lock to prevent further changes. Advanced... 7
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Checking the SIP Status

Open a Terminal window and enter the following command: csrutil status

Please take a screenshot of the output, and attach it to a support case (see example below):

] @ D test — -zsh — 80x2
Last login: Sat Oct 12 16:02:36 on ttys@ee

Eesf@iesfsﬂﬁ!étziﬂis ~ % csrutil status
ystem Integrity Protection status: enabled.

test@testsMB20161015 ~ % |

The status will vary depending on which version of macOS you are using:

macOS Version SIP Status Driver Status
10.13.x Disable Loaded
10.14.x Enable Loaded
10.15.x Enable Loaded
11.x Enable Loaded
12.x Enable Loaded

Disable SIP please refer to Disabling SIP (for macOS13x and earlier)

Systems with T2 chipsets — Secure Boot status

You will need reboot the system and enter Recovery Mode to check the Secure Boot status. This
setting should remain disabled.

Please refer to Disabling Secure Boot

Checking the Driver status and Version
1) Click on System Information—> Extensions, and then click on HighPointIOP entry — please
take a screenshot and attach it this support case (see the example below):

Iyla_ke sure System Information—> Extensions—> HighPointIOP ‘Loaded’ is Yes

MacBook Pro
Fibre Channel Extension Name Version  Last Moditied Notarized  Loaded  Obtained from
[ HFS_MatJapanese a0 2020171, 400PM  Yes Mo Apple
Graphics/Displays HFS_MacKarean ao 2020111, 4:00 PM Yes No Apple
amory codi 20200171, 4:00 PM_ Ves
NVMExprass i 201412, 10 do
- 2021/4/2, 10:07 AM 4

Lo DlEEs] IniticFWBridge §1160.2 202001, 4:00PM  Yes No Apple
Lo IntelB257aL 272 2020011, 400PM  Yes No Apple
Printars 2020/11, 4:00 PM Yeu Yoz Apple
S48 , e T e — o s
SATA
sPl
Strage
Thunderbolt/USB4
use

« Netwark Notarized:  Yes
Firawall Loaded: Yas
Locations Gat Infa String: Version: 4.4.8, Copyright ic) 2021 HighPoint Technologies, Inc.
Valumes: Obtained from: Identified Developer
WWAN Kird: Universal
WieFi Architactures:  arméde, x86_64

Ba-Bit (ntel).  Yes

+ Softwara Location; [Library/Extensions/HighPointiOF kexi
Aeceenlbikty Kaxt Version: 4.
Applications Load Address: 18446741874801820000
Developer Loadable: N
Disabled Software Depengencies: Satisfied
Extansions Davelaper ID Applicatian: HighPaint Technologies, Inc (DXBGESMINZ), Developar ID Cartification Authority,
Fonta Apple Root T
Frameworks
Installations
Language & Region
Legacy Software
Logs
Managed Client
Pratarence Panes
Brinter Software
Lo M test's MacBook Pro_M1_0S2 > Software » Extensions » HighPointiD)

Faw Sunoart
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Note: The driver revision shown in the screenshots may not correspond with current software
releases. Please make sure to download the latest driver updates from the product’s Software

Updates page.

WebGUI service restart

If you can't connect to the WebGUI, please check if a process named raidman-httpsd is running
on the system. If it is not running, you can start it manually by opening a terminal window and
running the command: “sudo hptdaemonctl restart”.

How to Collect Diagnostic Logs

We have provided a detailed video on log collection methods: link

1) 1-Click Self-Diagnostic Solution: Diagnostic View provides a “l-click” information
collection system for troubleshooting. It will gather all necessary hardware, software and
storage configuration data and compile it into a single file, which can be transmitted directly
to our FAE Team via our Online Support Portal.

Global View Physical Logical Setting Event SHI Logout Help
Diagnostic View
os: macoS 11.6.3 206415 contioller 4520 SAS G
Kernel: xnu-7195.141.19~2
Driver Name: No driver detected!
CPU: Apple M1
Driver Version: 4
MotherBoard: MacBookPro17,1
T2: /
Disk: APPLE SSD AP0256Q
Thunderbolt: RocketStor 6628A
Secure Boot: Permissive Security
SIP: Disabled
Logs Location: /Users/Shared/HighPoint_2022.06.07_16.49.38.zip Save Logs

2)  You can also click "Help'—'Diagnostic' to enter the diagnostic view.

Global View Physical Logical Setting Event SHI Recover Logout Help
= 7 Online Help
HBA Properties Storage Properties _
Register Product

Host Adapter model: RocketRAID 4520 SAS Controller Total Capacity: 24002 GB

Configured Capacity: 18001 GB
Enclosure count: 0

Free Capacity: 6001 GB
Physical Drive: 3
Legacy Disk: 1
RAID Count: 1
Configured 74.9%
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3) Click the “Save Logs” button to create the diagnostic file.
Note, this process may take several minutes to complete.

Are you sure to save the diagnostic information?

Cancel OK

4)  'Logs Location' will display the location of the saving path.

Global View Physical Logical Setting Event SHI Logout Help

Diagnostic View

EE L

os: macOS 11.6.3 20G415 C . 4520 SAS C
Kernel: Xxnu-7195.141.19~2 ) )
Driver Name: No driver detected!
cPU: Apple M1
Driver Version: /
MotherBoard: MacBookProl17,1
T2: /
Disk: APPLE SSD AP0256Q
Thunderbolt: RocketStor 6628A
Secure Boot: Permissive Security
SIP: Disabled
Logs Location: /Users/Shared/HighPoint_2022.06.07_16.49.38.zip \S}ve VLogsl

Please submit the log file to our Support Department using our online services:
(https://www.highpoint-tech.com/support-and-services).
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